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ABSTRACT 
 

In an era marked by digital transformation and the proliferation of online services, 

securing and managing digital identities is of paramount importance. Traditional 

centralized identity solutions have raised significant security and interoperability concerns. 

This thesis delves into the development and implementation of a Decentralized Application 

and Application Programming Interface as innovative solutions to address the multifaceted 

challenges facing digital identity. The study begins with a comprehensive literature review, 

revealing the vulnerabilities and limitations of current digital identity systems and 

emphasizing the potential of blockchain technology. Leveraging a robust theoretical 

framework, encompassing blockchain, decentralized identity standards, smart contracts, 

and APIs, this research establishes the conceptual framework foundation for the proposed 

solutions. The DaPP and API are designed to not only bolster the security of digital 

identities but also enhance interoperability between disparate systems and platforms. The 

DaPP utilizes blockchain technology, smart contracts, and decentralized identity standards, 

while the API facilitates seamless communication between various components. These 

solutions are informed by an extensive exploration of cryptographic principles and 

blockchain security measures. 

Keywords: Blockchain; Smart Contract; API; DaPP; Digital Identity   
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CHAPTER ONE: INTRODUCTION 
 

1.1 Background 
 

NID is at the forefront of the WEB3 revolution revolutionizing how people manage 

and secure their identities. In todays interconnected world, where personal information 

is spread across platforms and databases NID offers a game changing solution. It 

provides a platform that consolidates and protects all aspects of an individual’s identity 

credentials. At its core NID acts as a repository for essential identifiers. This innovative 

platform brings together data such as ID cards, banking details, utility bills, phone 

numbers, email addresses and important identification documents. By centralizing all 

this information in an ecosystem, NID simplifies access and management for its users. 

It offers convenience and efficiency. 

 Security is paramount in NIDs architecture. By using encryption protocols and 

leveraging technologies immutability NID ensures robust protection for user’s sensitive 

personal data. Every piece of information stored in the NID ecosystem undergoes 

rigorous encryption to maintain confidentiality and prevent access. The decentralized 

nature of blockchain also adds a layer of security by reducing the risk of points of failure 

and enhancing resilience, against potential cyber threats. The versatility of NID goes 

beyond keeping your information secure. It allows you to smoothly use it across 

platforms and systems. With NID you can securely access all your identity details from 

anywhere at any time. This makes it easier for you to interact with applications and 

services while ensuring that everything is authenticated properly. This interoperability 

feature also simplifies processes, like verifying accounts submitting documents and 

confirming identities across industries. Additionally, NID puts an emphasis on user 

control and consent. You have ownership and authority over your data giving permission 

for its usage in different situations. This approach not gives you autonomy but also 

ensures transparency and accountability when it comes to using your data. It aligns with 

the changing data privacy regulations and ethical standards. In essence NID 

revolutionizes how digital identity management works. By combining security, 

interoperability and user centricity it creates an ecosystem where individuals can 

confidently manage their identities in the digital world. This sets benchmarks, for 

privacy, convenience and trust in the evolving landscape of online identity management. 

 



2 
 

1.2 Problem Statement 

There are a number of challenges associated with NID digital identity. One challenge 

is that NID trying to solved is digital identities are often made up of multiple pieces of 

information that are stored in different places. This can make it difficult to manage and 

protect our digital identities. Another challenge is that our digital identities are not 

always secure. Hackers can steal our digital identities and use them to commit fraud or 

identity theft. As a result, the purpose of this research is to fill a knowledge vacuum by 

evaluating the relevance of decentralized apps and API to the interoperability of current 

digital identities. 

1.3 Research Objectives  
 

The research in this thesis is guided by the following key objectives: To develop a 

Decentralized Application that utilizes blockchain technology, smart contracts, and 

decentralized identity standards to enhance the security and privacy of digital identities 

and to design an Application Programming Interface that enables seamless 

communication and data exchange between various digital identity systems, fostering 

interoperability.  

1.4 Research Questions 
 

This thesis will address the following research questions: 1) How can a 

Decentralized Application be developed to enhance the security and privacy of digital 

identities in a decentralized manner? 2) How can an Application Programming Interface 

facilitate seamless communication and interoperability among disparate digital identity 

systems, and what are the security considerations involved? 

1.5 Scope of the Thesis 

This research is delimited to the development and practical implementation of the 

DApp and API, focusing on their roles in enhancing the security and interoperability of 

digital identity systems. While acknowledging the vastness of the digital identity 

landscape, this research provides a focused exploration into innovative solutions in line 

with the defined objectives. 
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CHAPTER TWO: LITERATURE REVIEW 
 

2.1 Blockchain Technology and Security 
 

There have been attempts, at defining blockchain. They often tend to be intricate and 

hard to understand. The purpose of this section is to familiarize you with technology 

explain its workings and provide some historical background. We will briefly explore 

the components of blockchain highlighting their characteristics and unique features. 

The main objective of blockchain technology is to store digital information and enable 

its distribution while ensuring that the data remains unchanged. Stuart Haber and W. 

Scott Stornetta introduced the concept of blockchain in their article "How to timestamp 

a document" back, in 1991. Their aim was to establish a mechanism that would prevent 

tampering with document timestamps. However, it wasn't until 2009 when an 

individual known as Nakamoto Santoshi launched the blockchain based platform called 

Bitcoin that their proposal was put into action. According to Nakamoto (2008) Bitcoin 

is a payment system that relies on mechanisms instead of central authorities, such as 

banks to control transactions. This allows for peer to peer transactions without the need 

for a trusted party, like a central bank.  

According to a study of (Haiyan Kang, Xiameng Si, and Boyu Liu, 2022) blockchain 

have 3 main feature it includes Trust and Transparency: The blockchain technology 

operates in a manner creating a network where peers can interact with each other. In 

this system all nodes have rights to send and receive messages and every transaction 

within the network is visible to all nodes ensuring transparency. Immutable and 

traceability: The concept of immutability plays a role in technology. It ensures that 

there is no possibility of data or records. Immutability is achieved through two aspects 

of the structure and mechanism. As we have discussed earlier if any data within a block 

is modified it alters the information contained in that block. Consequently, this change 

renders the following block to Recognize it ultimately leading to the deletion of the 

blockchain. Privacy and Security: The blockchain system is a decentralized system that 

can accomplish user privacy and security without relying on third-party protection. 
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2.2 Decentralized Application 

A decentralized application is an application built on a decentralized network that 

combines a smart contract and a front-end user interface (Ethereum white paper 2023). 

According to ethereum white paper a DAPP has its backend code running on a 

decentralized peer-to-peer network. Contrast this with an app where the backend code 

is running on centralized servers. A Dapp can have frontend code and user interfaces 

written in any language (just like an app) to make calls to its backend. Furthermore, its 

frontend can get hosted on decentralized storage such as decentralized - Dapp operate 

on Ethereum, an open public decentralized platform where no one person or group has 

control Deterministic - DaPP perform the same function irrespective of the 

environment in which they get executed, Turing complete - Dapp can perform any 

action given the required resources Isolated - Dapp are executed in a virtual 

environment known as Ethereum Virtual Machine so that if the smart contract has a 

bug, it won’t hamper the normal functioning of the blockchain network. 

2.3 Smart Contract 

A smart contract is a computerized transaction protocol that executes the terms of a 

contract (Szabo, 1996). It's a collection of code (its functions) and data (its state) that 

resides at a specific address on the Ethereum blockchain. There are similarities, 

between contracts and smart contracts. In contracts, people engage with each other. 

Document their agreements using computers or pen and paper. On the hand, smart 

contracts are entirely written in code. They capture all the terms of the agreement in 

code form. Automatically carry them out. Smart contracts rely on a blockchain 

network, for deployment. Unlike contracts that involve one or more party’s smart 

contracts often serve as a means to record and enforce the rules and commitments made 

by parties.  

Once certain conditions are met these smart contracts execute automatically. Smart 

contracts operate on blockchains and are decentralized, eliminating the need for 

intermediaries such as banks (Ma et al., 2019). Smart contracts, on the other hand, 

differ. The major difference between the Bitcoin protocol and the Ethereum protocol, 

for example, is that the former lacks a full tour. As a comprehensive application, 

Ethereum contains smart contracts with a full range of functionalities (Collins, 2021). 
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However, unlike Ethereum, Bitcoin has smart contracts. Bitcoin developers 

purposefully made this change because they see the Bitcoin network as an asset. 

Figure 1: Example of Smart Contract 

             Source: https://www.researchgate.net/figure/A-Smart-Contract-example-
demonstrating-  ownership-and-permission-levels-of-different-roles_fig1_331439661 

 

2.4 Introduction to API 
 

APIs, or application programming interfaces, are essential tools for developers, allowing 

them to access and utilize the services of other software. They play a crucial role in 

coordinating collaborative software development, serving as contracts, boundaries, and 

communication mechanisms (Souza, 2009). However, they can be challenging to learn 

and use due to their complexity and the need for clear documentation (Scaffidi, 2006). 

Despite these challenges, APIs are crucial for creating innovative applications that 

enhance user experience (De, 2017). They define the vocabulary and calling conventions 

for requesting services from libraries and operating systems (Tollerud, 2016).  

2.5 The Definition of API 
 

These papers offer insights into the definition and various aspects surrounding 

Application Programming Interfaces (APIs). According to Tollerud (2016) an API is an 

interface that enables applications to request services from libraries and operating 

https://www.researchgate.net/figure/A-Smart-Contract-example-demonstrating-
https://www.researchgate.net/figure/A-Smart-Contract-example-demonstrating-
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systems. Rauf (2019) focuses on methods for evaluating the usability of APIs 

emphasizing the importance of assessing their ease of use. Shishmano (2021) delves into 

the significance of API strategy in developing ecosystems and introduces the concept of 

API economy. Macvean (2016) explores how API usability can be evaluated at a scale 

discussing techniques such as log file analysis and customer satisfaction surveys to 

gauge user sentiment towards APIs. In summary these papers collectively define APIs, 

underscore the significance of evaluating their usability, explore API strategy within 

ecosystems and delve into methodologies for assessing user satisfaction, with APIs. 
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CHAPTER THREE: RESEARCH METHODOLOGY  
 

3.1 RESEARCH STRATEGY 

In this paper, the researchers will employ methodology by developing a decentralized 

application (DaPP) aimed at effectively addressing and resolving the research question 

at hand. The proposed methodology involves a comprehensive approach that integrates 

innovative technologies implements, and evaluates the DaPP's functionality and 

performance in providing solutions pertinent to the research.  

3.2 Overview of NID Platforms 
 

NID (NFT-based Identity) is a Web3 platform that allows users to create a digital ID 

that stores a variety of IDs in one place, including phone numbers, email addresses, bank 

numbers, national IDs, utility bill IDs, and many others. 

Figure 2: NID DaPP Framework 

 

 

 

 

 

 

 

 

 

 

 

Creating a wallet within the NID app suggests that users might have the ability to 

manage their digital assets, possibly including cryptocurrencies or tokens on the 

Polygon blockchain. React Native is a popular framework for building mobile 

applications, known for its ability to create cross-platform apps. Laravel, on the other 

hand, is a PHP-based backend framework known for its elegant syntax and developer-

friendly features. When an app interacts with a blockchain like Polygon, it likely uses 
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specific protocols or APIs to facilitate transactions, data retrieval, or smart contract 

interactions. 

3.3 NID Features 
 

NID introduces a way to manage identities by utilizing technology, ensuring secure 

and decentralized storage. This groundbreaking approach eliminates the vulnerabilities 

associated with data storage, making it more resistant to hacking and breaches. With 

NID, users have a platform that allows them to easily handle digital identities such as 

phone numbers, email addresses, bank accounts, national IDs, and more. This 

consolidated system simplifies identity management by eliminating the need for logins 

and passwords. One of the aspects of NID is that it puts users in control of their identities. 

Users have ownership and authority over their data access permissions and usage, which 

enhances privacy protection and enables decision-making about their digital presence. 

The identities created through NID are designed to be seamlessly interoperable across 

platforms and applications, eliminating the hassle of verification. Moreover, NID offers 

privacy-enhancing features like zero-knowledge proofs that allow identity validation 

without compromising information. Transparency is also emphasized, as all transactions 

and data access within NID are meticulously recorded on the blockchain. This ensures 

auditability while enabling users to track their data access history.  

In addition, NID embraces community-centric values through governance 

mechanisms that encourage user participation in shaping the platform's growth. NID's 

dedication to open-source infrastructure and protocols is particularly noteworthy. This 

approach promotes innovation. encourages the development of solutions driven by the 

community. The platform serves as a shining example of a user-focused and community-

led identity management solution that has the potential to bring about changes in the 

digital realm. These features make NID a promising solution for secure, decentralized, 

and user-centric identity management in the Web3 era. 

3.4 Frontend Framework 

The react native framework will be used for building applications. React Native, an 

open source UI software framework developed by Meta Platforms, Inc. allows 

developers to create applications for platforms such as Android, Android TV, iOS, 

macOS, tvOS, Web, Windows and UWP. It combines the power of the React 
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framework, with native platform features to facilitate application development. The app 

will let us create the wallet, and generate the digital identity in the application, one we 

have that id, that is one id can connect your every id into one place. The front end of a 

Dapp utilizes technologies, like HTML, CSS and JavaScript to render webpages or 

mobile applications. However, of communicating with a server it interacts with a 

network and smart contracts in the case of smart contract networks. Most DaPPs still 

have centralized user interfaces. This aligns with the decentralization philosophy since 

components are stored on the blockchain. Nevertheless, some dApps are beginning to 

adopt storage protocols like the Inter Planetary File System (IPFS) for storing front end 

files (Voshmgir, 2020). Additionally, the front end also operates an application known 

as a "wallet." This wallet manages the connection to the contract. Maintains records of 

public private key pairs and blockchain addresses. This ensures that network nodes have 

identities for interactions, with the network. 

3.5 Backend Technology 
 

Laravel is the one of the backend technologies that will be used to create the project. 

Laravel is a backend framework that offers a wide range of features, for building 

contemporary web applications. It provides functionalities such as routing, validation, 

caching, queues, file storage and more, however it is crucial to offer developers a full 

stack experience that includes methods for designing the frontend of their applications. 

We use laravel framework for building api, the api that we build for any organization or 

institution that want integrate with our app. 

 
Figure 3: Backend NID source-code 
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3.6 LIBRARY AND TOOL 
 

NID is employing ethers.js in our DaPP development by providing a reliable and 

efficient toolkit tailored specifically for Ethereum. Its intuitive interface and well-

documented functionalities simplify complex interactions with smart contracts, enabling 

swift deployment, seamless function calls, and precise event management within the 

Ethereum network. Remix for deploy ERC-20 token, we also using alchemy APIs to 

interact with various blockchain networks, including Ethereum. It offers a range of 

services that simplify blockchain development, such as reliable and scalable 

infrastructure, developer tools, APIs, and analytics. Developers use Alchemy to access 

and interact with blockchain networks without managing their own nodes or 

infrastructure. OpenZeppelin for building secure smart contracts. OpenZeppelin 

provides a complete suite of security products and audit services to build, manage, and 

inspect all aspects of software development and operations for decentralized 

applications. 
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CHAPTER FOUR: DISCUSSION AND FINDING 
 

4.1 Technology 

NID application uses the Polygon blockchain technology because of its security, 

interoperability, and scalability.  Polygon is a side chain network with its native token 

(Matic) and validation mechanism (Proof-of-Stake), which means that the security is 

separate from the L1 network. Polygon is pegged to the Ethereum blockchain system, 

and users can transfer tokens from Polygon to Ethereum and vice versa using a bridge 

(Thibault et al. (2022). However, this technology secure because it has wallets address, 

which manage digital identities by controlling access to assets and interactions with the 

blockchain, contribute to security by safeguarding private keys. 

4.2. Result and Discussion  

In this section I am going to discuss about function and the feature of security and 

interoperability in NID, this include wallet address, NID token, NID NFT and NID 

metadata. 

Wallet Address: When a user creates a wallet address, they are essentially creating a 

unique identifier for their cryptocurrency wallet. This address is used to send and receive 

cryptocurrency transactions. The process of creating a wallet address is relatively simple 

and can be done in a few steps. They can import existing wallet or create a new wallet. 

Figure 4: NID Wallet Setup 
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NID provide non-custodial wallet which mean that user can control and own their 

digital identity without rely on any third party. The wallets give users control over their 

funds and private keys which helps minimize the risk of hacking. By storing keys offline 

or on hardware devices they enhance protection against access. Moreover, 

decentralization reduces dependence on an entity ensuring greater security. While users 

are responsible, for safeguarding their keys they gain control and security over their 

assets. As a result, non-custodial wallets are highly recommended for individuals who 

prioritize security in the space. 

NID NFT: The NID NFT is a unique digital token issued on the blockchain following 

the ERC-721 standard. This token represents an individual's digital identity on the NID 

platform. It contains a range of identification information, such as national ID card 

details, bank account information, utility bill IDs, phone numbers, email addresses, and 

potentially more personal data. Each NID token is distinct and serves as proof of 

ownership and authenticity for the associated digital identity. It can store various IDs 

and documents securely, allowing users to manage and control their personal 

information within a single digital token. By utilizing NFT technology, the NID token 

offers a level of security, immutability, and uniqueness that traditional digital identifiers 

may lack. It can also facilitate trade or transfer of digital identities within the platform's 

ecosystem, offering users flexibility in managing their personal information. 

Figure 5: NID NFT 
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NID Metadata: The NID platform has a system, in place for managing identity 

tokens. It ensures that user’s information is securely stored by linking metadata and 

wallet addresses. Each NID token represents an identity and has a metadata link that 

provides additional details, descriptions, images, name, NID data, related to the token. 

This metadata is stored off chain. Offers insights into the represented digital identity. At 

the time users NID tokens are safely stored in their wallets with each wallet having a 

unique address on the blockchain. These wallet addresses act as gateways to access and 

manage the associated NID tokens ensuring the security and integrity of user’s digital 

identities, within the NID ecosystem. By synchronizing metadata links and wallet 

addresses the NID platform creates a secure environment for users to effectively manage 

and utilize their identities. 

 
Figure 6: NID Sample Metadata 

 
 
 
 
 
 
 
 
 
 
 
 

 

Description: This field appears to be empty in the sample, but user can add a 

description or additional information related to the ENS name or address. Image: This 

field expects a URL to an SVG image that get from ipfs or. Replace "Put SVG image 

URL here" with the actual URL. Name: This field contains the name associated with the 

NID as specified by NID NFT. NID data: This is an array that contains nested wallet 

information. It seems designed to hold data for different types of wallets associated with 

the address. In the provided example, it contains a wallet for Polygon. Within NID_data: 

Wallet: Contains information related to a specific blockchain or network. In this case, it 

holds information for the Polygon network. Polygon: This field is meant to store the 

Polygon wallet address. It's expecting input from a form or user interaction. 
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Figure 7: Setting Wallet Address 

 
 

Once the user enters the address the system will establish a connection, to NIDs 

metadata using achamys API. This connection enables us to access and retrieve 

information stored in IPFS that is associated with that address. This seamless integration 

between the provided address and NIDs metadata, through achamys API simplifies the 

process of accessing and retrieving data from the IPFS network. 

After establishing the NID NFT and linking it to the corresponding NID metadata 

through a connection to the blockchain API, the resulting output is the unique identifier 

associated with the NFT. This ID encapsulates and represents the authenticated and 

verifiable information present within the NID's metadata, providing a secure and 

interoperability reference point within the blockchain ecosystem. 
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Figure 8: Linking ID 

 
 
 

In summary The NID wallet address and metadata work together to ensure both 

security and compatibility. The wallet address functions, as an identifier for owning and 

accessing NID assets while the metadata holds information connected to the NID. By 

incorporating encryption and blockchain technology these components enable storage 

of data and smooth interaction across platforms and systems. This integration guarantees 

protection for information while facilitating effective communication and seamless 

compatibility, among various applications and networks.
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CHAPTER FIVE: RECOMMENDATION AND CONCLUSION 

 
In light of the comprehensive evaluation conducted on various Decentralized 

Applications and APIs aimed at rectifying the security and interoperability challenges 

within digital identity systems, several key recommendations emerge. Firstly, it is 

imperative for developers and stakeholders to prioritize collaborative efforts in refining 

existing DaPPs and APIs, integrating more robust encryption protocols and standardized 

interoperable frameworks. Additionally, a concerted focus on user-centric design 

principles will enhance usability and trust among end-users. Future research and 

development endeavors should gravitate toward exploring novel consensus mechanisms 

and encryption methodologies to fortify the security layers embedded within these 

solutions. Moreover, fostering industry-wide standards and protocols will facilitate 

seamless interoperability among diverse digital identity platforms, ensuring a cohesive 

ecosystem. These recommendations collectively aim to propel the evolution of DaPPs 

and APIs, fostering a more secure, interconnected, and user-friendly digital identity 

landscape. 

In conclusion, this study underscores the pivotal role of Decentralized Applications 

and APIs in mitigating the persistent security and interoperability challenges within 

digital identity systems. Through a systematic evaluation utilizing results-based 

monitoring and evaluation techniques, it becomes evident that while existing solutions 

exhibit promising advancements, there remains ample room for improvement. The 

analyzed DaPPs and APIs showcase commendable strides in enhancing security 

measures and fostering interoperability, yet their efficacy varies significantly. 

Nonetheless, the findings highlight a fundamental shift towards decentralized 

frameworks as a viable avenue for addressing intricate digital identity issues. As we 

navigate the ever-evolving landscape of digital identities, it is imperative to heed the 

recommendations proposed herein, fostering innovation, collaboration, and 

standardization to forge a more resilient, user-centric, and harmonized digital identity 

ecosystem. 
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Appendix 1: DaPP source code 
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Backend Source code: 
 
 
 
 

Create Permission 
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Local Database 
 
 

Local Database 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Appendix 2: Smart contract 
 
 
 
 
 

Create NID Token 
 
 

Appendix3: Polygon Scan 
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Appendix 3: Minting NFT 

 

Mint NFT 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

Minted NID NFT in Opensea 
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